
KAITO PULSE PRIVACY POLICY  

Last Updated: July 31, 2026 

This privacy policy ("Privacy Policy") explains how OpenKaito Corporation ("Kaito", "we", "our" 
or "us") collects, uses, discloses and otherwise processes information when you install, access 
or use the Kaito Pulse Chrome browser extension (the "Extension"). 

The Extension enables users to: 

● view certain publicly available platform information referenced in their public X content; 
● connect supported third-party platforms for verification; 
● display verification status and portfolio-related information; 
● enable Activity Insights, an optional feature that measures user engagement with 

content on X to calculate engagement metrics and provide related Extension 
functionality; 

● participate in campaigns made available through the Extension; and 
● receive other features made available through the Extension from time to time. 

The Extension integrates with certain third-party platforms, including cryptocurrency exchanges, 
wallets, AI platforms and other supported services ("Connected Platforms"). Kaito does not 
own or control any Connected Platform, and each Connected Platform remains independently 
responsible for its own products, services and privacy practices. Your use of any Connected 
Platform is subject to its own terms and privacy policy. 

Use of information received from Google APIs will adhere to the Chrome Web Store User Data 
Policy, including the Limited Use requirements. 

This Privacy Policy explains: 

● what information we collect; 
● when and how we collect it; 
● how we use it; 
● when we disclose it; 
● the safeguards we apply when processing it; and 
● the choices available to you. 

This Privacy Policy forms part of, and should be read together with, the Kaito Pulse Terms of 
Use. 

1. OUR PRIVACY PRINCIPLES 

Kaito designs the Extension to collect and process only the information reasonably necessary to 
provide the Extension's disclosed functionality. The categories of information collected depend 
on the features you choose to use, and certain features require the collection of specific 
information in order to operate. 



For example, browser activity is collected only where you choose to enable Activity Insights, 
while information from Connected Platforms is collected only where you voluntarily connect 
those platforms for verification or to access related Extension features. 

Where reasonably practicable, Kaito seeks to minimise the amount of information collected and 
retained. This includes using cryptographic verification technologies, where supported, to verify 
particular account attributes while limiting the information disclosed to Kaito. 

Kaito processes information collected through the Extension only for the purposes described in 
this Privacy Policy and does not sell user data collected through the Extension. 

2. WHEN WE COLLECT INFORMATION  

The information we collect depends on the features you choose to use and how you interact 
with the Extension. Certain information is collected only where it is necessary to provide a 
particular feature or service that you have chosen to use. 

We may collect information when you: 

● install, access or use the Extension; 
● sign into your Kaito account; 
● enable optional Extension features, including Activity Insights; 
● connect one or more Connected Platforms; 
● participate in campaigns or rewards programmes made available through the Extension; 

or 
● otherwise voluntarily provide information to us. 

Where a particular feature requires browser permissions or access to information from a 
Connected Platform, we collect and process such information only after you have elected to use 
that feature and granted the necessary permissions or authorisations. 

3. INFORMATION WE COLLECT 

The categories of information we collect depend on the features you choose to use. Some 
information is collected directly from you, while other information is collected automatically 
through the Extension or obtained from Connected Platforms that you choose to link. 

3.1 Kaito Account Information 

When you sign into the Extension using your Kaito account, we may collect information 
associated with your account, including: 

● your account identifier; 
● wallet address(es); 
● email address (where applicable); 
● account preferences; 



● authentication information necessary to operate the Extension; and 
● other information you choose to provide through your Kaito account. 

3.2 Public Platform Information 

The Extension may identify and display certain publicly available information derived from your 
public activity on X. 

This may include: 

● platforms publicly referenced by you; 
● publicly available platform identifiers; and 
● other publicly available information reasonably necessary to display those references 

within the Extension. 

Public Platform Information is collected solely from publicly available sources and does not 
constitute verification of your account with any Connected Platform. 

3.3 Activity Insights Information 

Activity Insights is an optional feature. 

If you sign into your Kaito account and choose to enable Activity Insights, the Extension collects 
limited information relating to your interactions with content on X in order to provide Activity 
Insights and related Extension functionality. 

Depending on your use of the feature, this information may include: 

● the unique identifier of the post being viewed; 
● the X handle or identifier of the post author; 
● whether the post is identified as promoted content; 
● the start and end time of a post impression; 
● the duration for which a post remains visible within your browser viewport; 
● the category of interaction with a post, including opening a post detail view, selecting an 

outbound link, interacting with media, or viewing quoted content; 
● the URL of the X page being viewed; 
● browser viewport information, scroll position, and the position of the post on the page; 

and 
● limited metadata (including the post ID, author and content type) where reasonably 

necessary to validate impression events and calculate Activity Insights metrics. 

Activity Insights information is collected only after you have enabled the feature and only for as 
long as the feature remains enabled. 

Where you choose to enable Activity Insights, certain information derived from your Activity 
Insights (including your Activity Insights metrics, score, status or other related indicators) may 
be displayed and may be visible to other users, where such visibility forms part of the 
Extension's functionality. 



	 3.4 Platform Verification Information  

You may choose to connect one or more Connected Platforms to verify particular account 
attributes or access additional Extension functionality. 

Depending on the Connected Platform and the feature you elect to use, we may collect 
information including (“Platform Verification Information”): 

● wallet ownership; 
● verification status; 
● account value or balance; 
● spot holdings and futures positions; 
● referral count and volume; 
● subscription tier and age; 
● token usage range; and 
● other information reasonably necessary to verify your account or provide the requested 

functionality. 

Where technically supported, platform verification is performed using privacy-preserving 
verification technologies, including zkTLS (Proxy-TLS) provided by Primus, that are designed to 
minimise the information disclosed to Kaito. Under this architecture, the attestation provider 
relays encrypted communications between your browser and the Connected Platform but is not 
able to access your cookies, authentication headers, session credentials or complete account 
responses. Session credentials remain within your local browser, and Kaito receives only the 
cryptographically signed proof results and the minimum information necessary to provide the 
relevant verification or Extension functionality. 

	 3.5 Derived Information  

We may generate information derived from the information collected through the Extension 
where reasonably necessary to provide its disclosed functionality. Depending on the features 
you choose to use, this may include: 

This may include: 

● Activity Insights metrics; 
● engagement scores; 
● reputation metrics; 
● verification status; 
● campaign and/or reward eligibility; 
● fraud and sybil detection indicators; 
● anomaly detection results; and 
● other operational metrics reasonably necessary to provide, maintain or improve the 

Extension. 

Derived information may be generated using automated processing of information collected 
through the Extension. 



3.6 Technical Information 

When you use the Extension, we may automatically collect limited technical information 
reasonably necessary to operate, maintain and secure the Extension, including: 

● browser type and version; 
● operating system; 
● device identifiers; 
● diagnostic information; 
● crash reports; 
● server logs; and 
● performance and reliability information relating to the Extension. 

3.7 Information We Do Not Collect 

The Extension is designed to minimise the information it collects. Unless expressly described in 
this Privacy Policy, the Extension does not collect: 

● the full text of online posts; 
● direct messages; 
● search queries; 
● information that you type into websites; 
● passwords or authentication credentials; 
● cookies or session tokens from Connected Platforms; or 
● device fingerprints for cross-site or cross-service tracking. 

4. HOW WE COLLECT INFORMATION  

We collect information through the following methods, depending on the feature you choose to 
use: 

Source Information Collected 

Information you provide Information you provide when creating or signing into your 
Kaito account, connecting Connected Platforms, enabling 
optional features or otherwise interacting with the Extension.

Activity Insights Browser activity collected after you enable Activity Insights 
and grant any required browser permissions.

Connected Platforms Information retrieved from Connected Platforms that you 
voluntarily connect for verification or related functionality.

Publicly available sources Public information derived from your public activity on X or 
other publicly accessible sources.



5. HOW WE USE YOUR INFORMATION  

We use the information collected through the Extension only for the purposes described in this 
Privacy Policy and to provide, operate, maintain and improve the Extension and its disclosed 
functionality. 

Depending on the features you choose to use, we may use your information to: 

● provide, operate and maintain the Extension and its features, including authenticating 
your account and enabling you to access and use the Extension; 

● provide Activity Insights, verify accounts and account attributes with Connected 
Platforms, and display verification status, portfolio information and other information 
within the Extension; 

● administer campaigns, rewards programmes and other promotional activities, including 
determining eligibility, validating qualifying engagement, generating aggregated or de-
identified campaign performance reports, and, where necessary to administer a 
campaign in which you choose to participate, sharing relevant information with the 
applicable campaign sponsor or partner; 

● detect, investigate and prevent fraudulent, abusive or unauthorised activity, and maintain 
the security, integrity and reliability of the Extension; 

● monitor, troubleshoot and improve the performance and functionality of the Extension; 
● communicate with you regarding your account, the Extension or customer support 

enquiries; and 
● comply with applicable laws, regulations, legal process or requests from competent 

authorities, and establish, exercise or defend our legal rights. 

6. SHARING YOUR INFORMATION  

We may disclose your information as described in this Privacy Policy, with your consent or at 
your direction, or where otherwise permitted or required by applicable law. 

6.1 Service Providers 

P l a t f o r m V e r i f i c a t i o n 
Information

Retrieved from the Connected Platform through privacy-
preserving verification technologies, including Primus zkTLS 
(Proxy-TLS), and limited to the information necessary to 
provide the requested verification or Extension functionality.

Automatic collection Limited technical and diagnostic information generated when 
you install, access or use the Extension, such as browser 
information, crash reports and server logs.

Derived processing Information generated by Kaito through automated processing 
of information collected via the Extension, including Activity 
Insights metrics, reputation metrics and fraud detection 
indicators.



We may disclose your information to third-party service providers who perform services on our 
behalf, including providers that support the operation, hosting, maintenance, security, analytics 
and customer support functions of the Extension. 

Such service providers may access your information only to the extent reasonably necessary to 
perform services on our behalf and are required to process such information in accordance with 
applicable confidentiality and data protection obligations. 

6.2 Verification Providers and Connected Platforms 

Where you choose to connect a Connected Platform, information may be exchanged with the 
relevant Connected Platform or verification provider as reasonably necessary to verify your 
account or provide the requested Extension functionality. 

Where technically supported, verification is performed using privacy-preserving verification 
technologies, including Primus zkTLS (Proxy-TLS), to minimise the information disclosed during 
the verification process. 

6.3 Campaign Partners 

Where you choose to participate in a campaign, rewards programme or other promotional 
activity made available to you, we may disclose information to the applicable campaign partner 
where reasonably necessary to administer the campaign or rewards programme, validate 
qualifying engagement. determine eligibility for participation or rewards, distribute rewards, or 
provide the requested Extension functionality. 

Where practicable, Kaito provides campaign partners with aggregated campaign performance 
metrics and reports rather than information identifying individual users. 

6.4 Professional Advisers 

We may disclose your information to our professional advisers, including legal advisers, 
auditors, accountants and insurers, where reasonably necessary to obtain professional advice, 
exercise or defend our legal rights, comply with our legal or regulatory obligations, or facilitate a 
corporate transaction described in this Privacy Policy. 

Such disclosures are made only where reasonably necessary and subject to applicable 
confidentiality obligations. 

6.5 Corporate Transactions 

If Kaito is involved in a merger, acquisition, financing, corporate reorganisation, sale of assets or 
similar transaction, your information may be disclosed to relevant counterparties, advisers or 
prospective purchasers as part of that transaction, subject to appropriate confidentiality 
obligations. 

6.6 Legal and Regulatory Requirements 



We may disclose your information where we believe such disclosure is reasonably necessary to 
comply with applicable laws, regulations, legal process or requests from competent authorities, 
enforce our Terms of Use or other legal rights, investigate suspected fraud, abuse or security 
incidents, or protect the rights, property or safety of Kaito, our users or others. 

7. DATA RETENTION  

We retain your information only for as long as reasonably necessary to fulfil the purposes 
described in this Privacy Policy, including to provide the Extension and its functionality, comply 
with our legal and regulatory obligations, resolve disputes, enforce our legal rights and maintain 
appropriate business records. 

The length of time for which we retain information depends on the nature of the information and 
the purposes for which it was collected. In determining the appropriate retention period, we may 
consider factors including: 

● the functionality or service for which the information was collected; 
● whether you continue to use the Extension or maintain a Kaito account; 
● our legal, regulatory, accounting and reporting obligations; 
● the need to detect, investigate or prevent fraud, abuse or security incidents; and 
● applicable limitation periods and potential legal claims. 

Where information is no longer required for these purposes, we will delete, anonymise or 
otherwise securely dispose of it in accordance with our data retention practices, unless we are 
required or permitted by applicable law to retain it for a longer period. 

8. SECURITY 

We implement and maintain reasonable technical, administrative and organisational measures 
designed to protect the information processed through the Extension against unauthorised 
access, disclosure, alteration, loss or destruction. 

These measures may include access controls, encryption, authentication mechanisms, logging 
and monitoring, and other safeguards appropriate to the nature of the information processed 
and the risks associated with its processing. 

Although we implement reasonable safeguards to protect your information, no method of 
electronic transmission over the Internet or electronic storage is completely secure. Accordingly, 
we cannot guarantee the absolute security of your information or that it will be free from 
unauthorised access, disclosure, alteration or destruction. 

You are responsible for maintaining the security of your devices, browser, wallet, account 
credentials and any Connected Platforms that you choose to use with the Extension. 

9. YOUR RIGHTS AND CHOICES 

Depending on your jurisdiction and the applicable law, you may have certain rights in relation to 
your personal information, including the right to request access to, correction or deletion of your 



personal information, or to object to or restrict certain processing activities. Where applicable, 
you may also have the right to withdraw any consent you have previously provided for the 
processing of your personal information. 

If you wish to exercise any applicable privacy rights or have any questions regarding our 
processing of your personal information, you may contact us using the contact details set out 
below. We will consider and respond to your request in accordance with applicable law. 

In addition, you may choose whether to use certain features of the Extension and how certain 
information is processed. In particular: 

● Activity Insights: Activity Insights is an optional feature. You may enable or disable 
Activity Insights at any time through the Extension. If you disable Activity Insights, the 
Extension will cease collecting browser activity required solely for that feature, subject to 
any information already collected and retained in accordance with this Privacy Policy. 

● Connected Platforms: You may choose whether to connect a Connected Platform to 
the Extension and may disconnect a Connected Platform at any time. Disconnecting a 
Connected Platform may affect the availability of certain Extension features. 

● Account Information: Where available, you may update certain account information 
through your Kaito account. 

● Browser Permissions: You may review and manage the permissions granted to the 
Extension through your browser settings. Restricting or revoking browser permissions 
may affect the functionality of the Extension. 

● Uninstalling the Extension: You may uninstall the Extension at any time through your 
browser settings. Uninstalling the Extension will not automatically delete information 
previously collected or retained in accordance with this Privacy Policy. 

10. INTERNATIONAL TRANSFERS 

Kaito operates internationally and may process or transfer your information to countries or 
jurisdictions other than the country in which you reside. These countries or jurisdictions may 
have data protection laws that differ from those in your jurisdiction. 

Where we transfer your personal information internationally, we will take reasonable steps to 
ensure that your personal information continues to receive an appropriate level of protection 
consistent with this Privacy Policy and applicable law. Such measures may include entering into 
contractual arrangements, implementing appropriate technical and organisational safeguards, or 
relying on other lawful transfer mechanisms recognised under applicable law. 

By using the Extension or otherwise providing your information to us, you acknowledge that 
your information may be transferred, processed and stored in countries outside your jurisdiction, 
subject to the safeguards described in this Privacy Policy. 

11. CHILDREN’S PRIVACY  



The Extension is not directed to, and is not intended for use by, individuals under the age of 18 
or such higher minimum age required under the applicable laws of their jurisdiction. 

We do not knowingly collect personal information from individuals whom we know to be under 
the applicable minimum age. If we become aware that we have collected personal information 
from such an individual in violation of applicable law, we will take reasonable steps to delete or 
otherwise cease processing such information, unless we are required or permitted by law to 
retain it. 

If you believe that a child or other individual below the applicable minimum age has provided 
personal information to us, please contact us using the contact details set out below. 

12. CHANGES TO THIS PRIVACY POLICY 

We may amend or update this Privacy Policy from time to time to reflect changes to the 
Extension, applicable laws, our information handling practices, or other operational, legal or 
regulatory requirements. 

Where we make material changes to this Privacy Policy, we will take reasonable steps to notify 
you in an appropriate manner, such as by updating the "Last Updated" date above, providing 
notice through the Extension, or by other appropriate means where required by applicable law. 

Where a change materially affects how we collect, use or disclose your personal information, or 
where required by applicable law or applicable platform requirements, we will obtain your 
consent before applying such changes to the extent required. 

Your continued use of the Extension after the updated Privacy Policy becomes effective 
constitutes your acknowledgement of the revised Privacy Policy, except where your consent is 
required under applicable law or applicable platform requirements. 

13. CONTACT US  

If you have any questions about this Privacy Policy, our privacy practices, or wish to exercise 
any applicable privacy rights, please contact us at: support@kaito.ai. 
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